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Outline
• Introduction & Main Techniques Overview


- Motivation and Context: Functional Encryption, Research 
Questions


- Preliminaries: Definitions, Technical Tools

★ Overview of new techniques


- Contributions: 

★ From Thesis: 4 main projects (3 in this talk)

★ Others: 2 different topics + 2 extensions


• Controlling Functional Keys

• Optimal Security Notion

• From Secret-Key to Public-Key Encryption Schemes

• Conclusion and Future Works
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😈
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Encryption) 📜

🔒
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🔓: public

⚖(Auth) Pol
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[SW’05,GPSW’06]

“same as”
🔒

📜
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Att-0 Att-1
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⚖(Auth)

𝖥

🏠

Decrypt “ ”

Or “Nothing”

F( )
E.g. with one F to compute:

Public-Key Encryption 

suffices !!
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—> Follow-ups: 
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🤔Modeling Problem:  
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 considering stronger attacker

 stronger security guarantee)

⇒
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First to Refine Security of DMCFE 
After [CDGPP18]

Concrete DMCFE for Inner-Products, 
With New Stronger Security F( ) = 
⋅

⟨ ⋅ , param⟩

First to give Proving Framework 
For Optimal Security of DMCFE
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Concret MCFE for  
Inner-Products, 
Stronger Security 
Improving  
[NPP22,NPP23,ATY23] 



Technical Tools
Dual Pairing Vector Spaces [Okamoto,Takashima’10,12]

ℬ = ( )…

Public 

vectors

Private 

vectors

∈ GLN(ℤq)

Prime-order (additive) bilinear group: , (𝔾1, 𝔾2, 𝔾t, g1, g2, gt, e, q) N ∈ ℕ

e : 𝔾1 × 𝔾2 → 𝔾t
([[a]]1, [[b]]2) ↦ [[ab]]t

/7428
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New Techniques: “Compress-and-Duplicate”
DPVS Specific - Used in [NPP22]

ℬ = …

U* = [ ]2U = [ ]1

B* = [ ]2B = [ ]1

ℬ, (ℬ-1)T

Condition:  is some row permuted diagonal 
(block-)matrix

ℬ
/7434
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…

)2(
(ℬi, (ℬ-1

i )T)i=1..n
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)1(

)2()1(

Ui = U*i =
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…

Idea: indexing blocks of , use 1 block instead of all at once

No-matching indices ( -block, -block)  Random results

ℬ
ℬ U ⇒ /7437

In a nutshell: Compress = “Block-indexing” in DPVS

(1,1)

(2,n)

(n, n − 1)
ℬ =

)2(
ℬ, (ℬ-1)T

)1(

)2()1(

U = U* =
( ⋅ )

( ⋅ )
( ⋅ )

( ⋅ )
( ⋅ )

( ⋅ )

( ⋅ )
( ⋅ )

( ⋅ )

( ⋅ )
( ⋅ )

( ⋅ )

( ⋅ ) ( ⋅ )
Blocks of 

ℬ
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( ⋅ ) ( ⋅ )
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)1(
( ⋅ )
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( ⋅ ) )2(

( ⋅ )
( ⋅ )

( ⋅ )

ℬ, (ℬ-1)T
( ⋅ ) ( ⋅ )

ℬ

U
,n 0
-2,0 ]1= Diag-block([ , )

= Diag-block( ,2 0
n,0 ][ , )
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By blocks indexed (2,n)

ℬ

U
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−2n,0 ]1[ , )⋅

DPVS-product

Same indices
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⇒
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𝒫
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 (Multi-Input) adaptive security in 
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⇒
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Definition
MCFE with Fine-Grained Access Control

Challenger: b ←$ {0,1}

😈
Adversary

Security

𝖠𝖢-𝖪 × 𝖠𝖢-𝖢𝗍1 × ⋯ × 𝖠𝖢-𝖢𝗍i × ⋯ × 𝖠𝖢-𝖢𝗍n → {0,1}
( )(𝒫 : 𝖫𝖲𝖲𝖲)

⚖( )𝗆𝗌𝗄

( )𝖾𝗄1

( )𝖾𝗄2

( )𝖾𝗄i…
🏠

🏠
🏠

Chall

Enc
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MC-AB-IPFE for LSSS - Perform masking steps  
in linear total communication

Enc (ciph)

Extract (key)
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 quadratic total
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⇒
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Appying our new 

“Compress-and-Duplicate”

- Basis changes have 

Independent indexable 

blocks

- “Compress” over  (Key control)


- “Duplicate” over  (Computing )

⃗k*i,att, ⃗c,i,att
⃗k*i,0, ⃗c,i,0 ⟨ ⋅ , ⋅ ⟩
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MC-AB-IPFE for LSSS - Perform masking steps  
in linear total communication

Enc (ciph)

Extract (key)

⃗k*i,att = (⋯ |aatt |a′￼attyi/zatt |0,0,0,0)F*
“Compress” in


(F, F*)

 coordinatesΘ(1)

}
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Research Question (1)

Our Results:

MCFE Candidates for Inner Products


with LSSS, achieving Adaptive Security

in ROM and Linear Total Communication

Controlling Functional Keys

- Definitional Framework for Multi-Client (MCFE) Setting

- Constructions from Dual Pairing Vector Spaces
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• Introduction & Main Techniques Overview

• Controlling Functional Keys

• Optimal Security Notion


- Definitional Framework to Refine Decentralized MCFE 
Security 


- Constructions from DPVS

• From Secret-Key to Public-Key Encryption Schemes

• Conclusion and Future Works
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This chapter: Refinements of Security

Func: G,

Policy: Spade( ⋅ )

!

Corrupt( )




🤔 Justified?

i
⇒ x0,i = x1,i

[CDGPP’18]

𝖥

Hiding

Ongoing: 

Traceable FE,

CCA-security

Other misc: 

Blind Sign,

CALBO-TDFs

(2) 

Optimal

Security
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Our Contributions

Separated Corruption?

Is corrupted by😈
⇒

0 1=

 is removable?( * )

( * )

An Improved Security Model for DMCFE

• A new model with separated corruption of keys and less restrictive 
admissibility condition.


• A framework to argue the optimality of our new admissibility.

• A feasibility result for inner products. 

🎉 First model strictly stronger than [CDGPP18]

Also studied 

In [AGT21]
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😈
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🎎
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Concrete conditions for IP [CDGPP’18]
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Our New Admissibility
Concrete conditions for IP

Section 5.3

In Chapter 5

Thm. 12
Optimal!
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Running Example
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New Technique: “Revoking” a Random Mask
Setup si

S.t.∑
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Enc
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1
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Research Question (2) - Our Result
Optimal Security Notion


- Definitional Framework to Refine Decentralized MCFE Security 

- Constructions from DPVS

Our Results:

• Improved security models for secret-key (D)MCFE

• Optimal proof for specific functionalities

• Feasibility result for IP-DMCFE, scalar per client
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- Constructions from DPVS

Our Results:

• Improved security models for secret-key (D)MCFE

• Optimal proof for specific functionalities

• Feasibility result for IP-DMCFE, scalar per client

Improved to vector per client in later chapter

& new implication to public-key setting

/7463



Outline
• Introduction & Main Techniques Overview

• Controlling Functional Keys

• Optimal Security Notion

• From Secret-Key to Public-Key Encryption Schemes


- Definitional Framework with Public Inputs

- Constructions from DPVS


• Conclusion and Future Works
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This chapter: Access Control & Strong Security

Func: G,

Policy: Spade( ⋅ )

!

Corrupt( )




🤔 Justified?

i
⇒ x0,i = x1,i

[CDGPP’18]

𝖥

Hiding

Ongoing: 

Traceable FE,

CCA-security

Other misc: 

Blind Sign,

CALBO-TDFs

Connection to Public-Key Primitives

(3) 

Control Keys

& strong security
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Improvements on Our Previous Results

[NPP22]
• From pairings

• : LSSS 
• F: Inner Products, scalar per client

• (Multi-Client) Adaptive security in ROM


linear total communication

• Weaker security as per [CDGPP18]

𝒫

FE + Access Control in the Multi-User Regime

/7466

This work 
[NPP24] 


+ [NPS24]

MCFE for sub-vector per client

• Strong admissibility as per [NPP23]

• With access control as per [NPS24]

• Repetitions of sub-vectors in ciphertexts 


 Keeping linear total communication,

Improved over [NPP22] and others
⇒



Recall: Our New Admissibility

For all , 

for all 

(x0,i, x1,i)i
⃗y

😈 corrupted i
x0,i

👼 honest i
x1,i x0,i x1,i

yi⃗y = ( ) i

∑
👼 honest i

x0,i yi ∑
👼 honest i

x1,i yi=(1)

Separated 
Corruption

Concrete conditions for IP, DMCFE, one scalar/client

=(2a) x0,i x1,i(sk)
😈

=(2b) x0,i x1,iyi yi
(ek)😈
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Recall: Our New Admissibility
Concrete conditions for IP, MCFE, one subvector/client

For all , 

for all 

(x0,i, x1,i)i
⃗y

😈 corrupted i
x0,i

👼 honest i
x1,i x0,i x1,i

yi⃗y = ( ) i

⟨ , ⟩⟨ , ⟩∑
👼 honest i

x0,i yi ∑
👼 honest i

x1,i yi=(1)

MCFE

⟨ , ⟩ ⟨ , ⟩=(2) x0,i x1,iyi yi
(ek)😈
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Allowing repetitions ⃗xi
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On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility 

MCFE: Pub-Inputs,

Allowing repetitions ⃗xi

Strong Admissiblity: 

⟨ , ⟩ ⟨ , ⟩=⃗x0 ⃗x1⃗y ⃗y(ek)😈

+ Static Corruption  (ek)😈

#clients

 n = 1

Becomes pk !! 

Admissibility in 

Public-key FE !!
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On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility 

MCFE: Pub-Inputs,

Allowing repetitions ⃗xi

Public-key FE

With Pub-Inputs⇒
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On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility 

MCFE: Pub-Inputs,

Allowing repetitions ⃗xi

Public-key FE

With Pub-Inputs⇒

Access control in 

Public inputs

Covering syntactically

Non-pol/att-hiding

ABE !!

/7470

🥳Our 

Work!



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility 

MCFE: Pub-Inputs,

Allowing repetitions ⃗xi

Public-key FE

With Pub-Inputs⇒

⇒

Public-key ABE

With or w/out

Hiding properties
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On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility 

MCFE: Pub-Inputs,

Allowing repetitions ⃗xi

Public-key FE

With Pub-Inputs⇒

⇒

Public-key ABE

With or w/out

Hiding properties

Fix one tag for all

Enc

Repetitions on 

Covers basic MIFE

⃗xi
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MCFE: Pub-Inputs,

Allowing repetitions ⃗xi

Public-key FE

With Pub-Inputs⇒

⇒

Public-key ABE

With or w/out

Hiding properties

⇒
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On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility 

MCFE: Pub-Inputs,

Allowing repetitions ⃗xi

Public-key FE

With Pub-Inputs⇒

⇒

Public-key ABE

With or w/out

Hiding properties

⇒

MIFE: “vanilla”

Same functions

Towards AB-MIFE:

Repetitions on pub-inputs

Follows [NPS24]

/7470
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Viewsel
0 & View0 : ⃗t i,0 = (ω ⃗si + ω′￼ ⃗ui + ⃗x(0)

i |νi | 0⃗)Bi

Start
Guessing 

Challenges  ⃗x(0)

i , ⃗x(1)
i

⇒
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Research Question (3) - Our Result
• From Secret-Key to Public-Key Encryption Schemes


- Definitional Framework with Public Inputs

- Constructions from DPVS

Our Results:

• Definitional framework of MCFE with public inputs

• Implications from secret-key MCFE to public-key FE/KP-ABE

• Constructions with sub-vectors per client and strong security

Improving [NPP22,NPP23]
Comparison to security of 


Recent works such as [ATY23]

Can be enhanced further with [NPS24], 

e.g. repetitions on attributes
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