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Outline

* |ntroduction & Main Technigues Overview

- Motivation and Context: Functional Encryption, Research
Questions

- Preliminaries: Definitions, Technical Tools
* Overview of new techniques

- Contributions:
* From Thesis: 4 main projects (3 in this talk)
* Others: 2 different topics + 2 extensions
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= Xo,i = X1,
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~’Modeling Problem: x
Why can’t we do better?

(l.e., weaker condition
= considering stronger attacker

= stronger security guarantee)
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Optimal Security Notion for Decentralized Multi-Client Functional
Encryption [NPP’23]

V/First to Refine Security of DMCFE
After [CDGPP18]

Adversary

Corrupt(z)
> X = Xy

\/ First to give Proving Framework )
ory; =

For Optimal Security of DMCFE

§'+optima|ity |
| proof : thisis | |
Concrete DMCFE for Inner-Products, |the least we |

|require & |

Y/ With New Stronger Security r,-  [eures | |

( -, param)




Research Question (3) - Combining All Together
Controlling Keys in the Optimal Setting

G,

. Dec féd_e(r' ) - - G(@ )

) public-key FE [BSW11],
secret-key MCFE [GGG+14,

CDG+18]
Syntactical Problem:
NOT allow public-Att
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Research Question (3) - Our Result

Controlling Keys in the Optimal Setting

Multi-Client Functional Encryption with Public Inputs and Strong Security
[NPP’24, in submission]
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)

v/ Refine Syntax of MCFE: Conoret MCFE for
With public-inputs / Stronger Security

Improving
[INPP22,NPP23,ATY23]

Jldentify Implications:
MCFE + optimal security

= public-key FE



Technical Tools
Dual Pairing Vector Spaces [Okamoto,Takashima’10,12]
Prime-order (additive) bilinear group: (G4, Go, G, g1, 82, 8+-€,9), N € N

- Ublie fvate € . Gl X Gz — Gt
vectors vectors
([[61]]1, [[b]]z) e [[Clb]]t

gg — S GLN(Zq)

We consider random &3 throughout
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Basis Changes For Random Bases
From computational hardness

- Public Private
i

vectors vectors DDH-tuple [(a, b, ¢)]

TR

i
it

(b.0)y ——
“(ylao)U* ‘

(. rand g
(1, 0)g+

Public
vectors

-Public
ectors ;
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New Techniques: “Compress-and-Duplicate”
DPVS Specific - Used in [NPP22]

Public
vectors

Private
vectors

U™ =

Condition: & is some row permuted diagonal
(block-)matrix



In a nutshell: Duplicate = “parallelization” within DPVS

New Techniques: “Compress-and-Duplicate”
W
( iy _

)2
(9551-, (955;1>T>i=1..n‘
Idea: 1 big global by A, (955'1 )T

(58 )

=" n smaller on independent blocks %, (%’;1 )T
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New Techniques: “Compress-and-Duplicate”

In a nutshell: Compress = “Block-indexing” in DPVS

U™ =

-( - ’
( - 1
(%7) Wy
%9) .
" i
i(i (
— ‘B
Idea: indexing blocks of &, use 1 block instead of all at once
No-matching indices (£-block,U-block) = Random results

( .

Blocks of !

— o
. AT
. —
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Dually, in B* we can
U .
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Different indices
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New Techniques: DPVS with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free
Used in [NPP24,NPS24]
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View¢! = View’¢! = ... = View’?
0 ] k
Guessing
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Our Contributions
An Improved Security Model for DMCFE
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In [AGT21] S CorUpted by

£+ First model strictly stronger than [CDGPP18]

* A new model with separated corruption of keys and /ess restrictive
admissibility condition.

* A framework to argue the optimality of our new admissibility.

* A feasibility result for inner products.
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Improvements on Our Previous Results

FE + Access Control in the Multi-User Regime

MCFE for sub-vector per client

miswork | |* Strong admissibility as per [NPP23]
PP 1l With access control as per [NPS24]

+ [NPS24]
* Repetitions of sub-vectors in ciphertexts

= Keeping linear total communication,
Improved over [NPP22] and others

 From pairings

[NPP22] e P:LSSS

* F: Inner Products, scalar per client

e (Multi-Client) Adaptive security in ROM

linear total communication
 Weaker security as per [CDGPP18]

66/74



Recall: Our New Admissibility

Concrete conditions for IP, DMCFE, one scalar/client

= honest i W corrupted |
Fora” (.X X .).,
. O,l’ 1,l l ‘ x(),i ‘ ‘ ’xl,i ‘ E -x(),l E E xl,l E
for a” y *eeccsccs ' *ieesensne .
-_ [ T
Yy = Vi
l
| I I I
(1) X0,i Yi | = el R
[ Separated | &+ honest 1 ¢ honest 1

@a) &= (sk X Po= LN
: e = = e =
(2b) j(ek) X v = a iy .




Recall: Our New Admissibility

Concrete conditions for IP, MCFE, one subvector/client

% honest i W corrupted |
for a” y ecovcece R *




On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

NNNNN
~
~ -
- -
------
-----------

69/74



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

69/74



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

69/74



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

+ Static Corruption @q?(ek)

69/74



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

~~
~
iy
™
.--

‘ﬁ
-
-
-
-
-----------

+ Static Corruption

69/74



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

Weord . -MCFE: Pub-Inputs, Public-key FE
: $ )
Allowmg repetitions x With Pub-Inputs

~~~~~
~
~ -
~ -
______
-----------

70/74



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

et MCFE: Pub-Inputs, Public-key FE
Allowmg repetitions x P With Pub-Inputs

~~~~
~
~ -
-~ -
______
-----------

Access control In
Public inputs

70/74



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility

ESOur | et
Mok L MCFE: Pub-inputs, ™, Public-key FE
Allowmg repetltlonsx i With Pub-Inputs
_______________ U

Public-key ABE
With or w/out
Hiding properties

70/74



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility

EE;-;.oOur """""""""""""""""""""" ~
Work! L MCFE: Pub-Inputs, Public-key FE
Allowmg repetitions x P With Pub-Inputs
Fix one ta:q for all e
Enc Public-key ABE

___With or w/out
- {Hiding properties

70/74



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility

ESOur | et
Work! L MCFE: Pub-Inputs, Public-key FE
Allowmg repetitions x i With Pub-Inputs
ST U

Public-key ABE
With or w/out
Hiding properties

MIFE: “vanilla”
Same functions

70/74



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility

ESOur | et
Work! L MCFE: Pub-Inputs, Public-key FE
Allowmg repetitions x i With Pub-Inputs
ST U
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Comparison to security of
Recent works such as [ATY23]

Can be enhanced further with [NPS24],
e.g. repetitions on attributes
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Outline

* |ntroduction & Main Techniques Overview

e (Controlling Functional Keys

e Optimal Security Notion

 From Secret-Key to Public-Key Encryption Schemes
e (Conclusion and Future Works
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